HIPAA’s Privacy and
Security Rules and Their Effect
on Local Governments

— by Juliana Reno and Joseph Lauber —

4 I Y he Health Insurance Portabil-

ity and Accountability Act of

1996' (HIPAA) continues to
affect municipalities in many ways.
HIPAA has spawned detailed regula-
tions known as the Privacy Rule and the
Security Rule.? Most entities covered by
HIPAA (“covered entities”) had to
comply with the Privacy Rule nearly
two years ago. On April 25, 2005, cov-
ered entities will also be required to
comply with the Security Rule.> This
article will revisit some of the basic
ways that the Privacy Rule applies to
local governments, and will introduce
the requirements of the Security Rule.

Municipalities as

Covered Entities

A municipality must comply with
HIPAA when it serves one of two
functions: when it is a health care pro-
vider, or when it is the sponsor of a
health plan.*

Many municipalities are health
care providers. The scope of the term
“health care provider” is quite broad. It
includes not only hospitals and public
clinics, but also, clinics in correctional
facilities and ambulance services.” Sig-
nificantly, however, HIPAA does not
cover all health care providers — only
health care providers who conduct
certain electronic transactions are cov-
ered entities and subject to HIPAA.®
Some municipal health care providers
escape HIPAA’s coverage because they
do not conduct the specified electronic
transactions. For example, some city
jails dispense medication provided by
the inmates or their families, but do not
otherwise provide medical services.
Generally, these jails do not submit bills
to medical insurers, and they conduct
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all administrative tasks on paper, not
online. Such a facility would probably
not be a covered entity. In contrast, if a
county operates a hospital, and seeks
Medicare reimbursement for the ser-
vices rendered (which Medicare re-
quires to be in an electronic format),’
the county qualifies as a covered entity.
Likewise, if a city operates an ambulance
service and submits bills to the insur-
ance provider electronically, or receives
payment through an electronic funds
transfer, it is a covered entity.

A municipality must comply
with HIPAA when it serves

one of two functions: when
itis a health care provider,

or when it is the sponsor

of a health plan.

Many municipalities are also health
plan sponsors. A municipality “spon-
sors” a “health plan” if it offers its
employees almost any sort of medical
coverage or medical expense reimburse-
ment. Sponsorship does not depend
upon funding: a municipality sponsors
a health insurance plan even if it re-
quires its employees to pay the entire
premium. Under the Privacy Rule, a
“health plan” means not only health
insurance, but also dental, vision, and
prescription drug coverage.’ “Health
plan” also includes employee assistance
plans (arrangements which provide
counseling to employees and their
families), and medical expense reim-
bursement arrangements, but does not
include workers’ compensation, short-
term or long-term disability coverage,
or life insurance.’

Like health care providers, health
plans are covered entities and must
comply with HIPAA. If a municipality’s
health plan is fully insured — if ben-
efits are paid through an actual insur-
ance contract — then the insurance
company will be responsible for most
(but notall!) HIPAA compliance tasks.
However, if a municipality’s health
plan is self-insured, the municipality
will bear primary responsibility for
HIPAA compliance. In this context,
medical expense reimbursement plans
are considered self-insured plans.

Under both the Privacy Rule and
the Security Rule, covered entities are
required to safeguard various forms of
protected health information, or PHI.
PHI is individually identifiable health
information that relates to a patient’s
condition, to the provision of care, or
to the payment for medical services'®—
things like patient charts and records,
medical bills, health care claims, and ex-
planation of benefits. By regulation, PHI
does not include records held by a cov-
ered entity in its capacity as an em-
ployer.!" For example, if an employee
brings in a doctor’s note in order to
document the need for sick leave, that
note is not PHI. But a municipality must
take care — the same note, if provided
to the city’s health plan administrator
in order to document a health care
claim, is PHI.

Privacy Rule Requirements

The Privacy Rule prohibits covered
entities from using or disclosing PHI,
except as specifically provided in the
Privacy Rule.” Improper uses or dis-
closures of PHI, if unintentional, can
result in civil penalties of $100 per vio-
lation (capped at $25,000 per year for



identical violations)." Intentional vio-
lations can result in criminal penalties
of up to $250,000 per violation and
ten years’ imprisonment.'¢

In order to avoid improper use or
disclosure, the Privacy Rule requires a
covered entity to design and implement
written privacy policies and proce-
dures.!> Among other things, the pri-
vacy policies and procedures must
explain how PHI will be handled
throughout the covered entity, and how
violations of the policies and procedures
will be addressed. The Privacy Rule also
requires covered entities to respect and
enforce certain individual rights recog-
nized by HIPAA. For example, under
HIPAA, an individual has the right to
access his or her own PHI.!® The Pri-
vacy Rule details matters such as the
way in which requests for access should
be made, the time frames for respond-
ing, and even the amount that can be
charged for copies made upon such a
request.'” The Rule also elaborates upon
an individual’s right to receive a writ-
ten notice explaining the covered
entity’s privacy policies,'® and an
individual’s right to know what disclo-
sures of his or her PHI the covered en-
tity has made."’

A municipality can take steps to
reduce its exposure to Privacy Rule li-
ability and to reduce its HIPAA com-
pliance burden. The simplest of these
steps is known as a “hybrid entity desig-
nation.” A hybrid entity is a single le-
gal entity that has both covered and
non-covered functions.”® For example,
a city is a single legal entity which may
have both covered functions (clinics)
and non-covered functions (a court sys-
tem, snow removal facilities, or a water
treatment plant). Because health plans
are legal entities in their own right, a
city is not a hybrid entity simply by vir-
tue of sponsoring a health plan. How-
ever, a plan can be a hybrid entity if it
offers both covered and non-covered
benefits — for example, a cafeteria plan
that offers both medical reimbursement
(covered) and child care reimbursement
(non-covered). A hybrid entity can
choose to have HIPAA apply to all of
its functions, or to have HIPAA apply
only to its covered functions. To make
the latter choice, the hybrid entity cre-
ates a written document — the hybrid

entity designation — which identifies
the covered and non-covered compo-
nents, and which states that only the
covered components will comply with

HIPAA.2

Security Rule Requirements
In addition to Privacy Rule require-
ments, local governments will soon
have additional HIPAA obligations.?
Unlike the Privacy Rule, which is de-
signed to keep covered entities from im-
properly disseminating PHI, the Secu-
rity Rule seeks to ensure that those who
are not authorized to obtain PHI can-
not breach an entity’s electronic
recordkeeping system. The Privacy Rule
keeps PHI from getting out to the un-
authorized; the Security Rule keeps the
unauthorized from getting in to the PHI.
While the Privacy Rule applies to
all forms of PHI, the Security Rule ap-
plies only to one form — electronic PHI,
or ePHI (PHI that is stored or trans-
mitted electronically).”’ Because the
Security Rule is limited to ePHI, most
covered entities have found that com-
pliance with the Security Rule involves
different personnel than compliance
with the Privacy Rule. For health care
providers, Privacy Rule compliance is
largely a matter for office managers, risk
managers, medical records managers,
and medical/legal compliance officers.
For sponsors of health plans, Privacy
Rule compliance is usually implemented
by the human resources or benefits de-
partments. In contrast, a covered entity
should expect that Security Rule com-

pliance will be mainly in the hands of
an information technology or medical
information systems department, or
computer experts.

Although the Security Rule con-
tains some very specific technical guide-
lines, the Security Rule also attempts to
provide flexibility, so that a covered en-
tity can comply with the rule within the
context of the entity’s size and techno-
logical capabilities.?* In general, the Se-
curity Rule requires a covered entity to
ensure the confidentiality, integrity and
availability of all ePHI; to protect against
reasonably anticipated threats to secu-
rity and uses and disclosures of ePHI; and
to ensure that its workforce complies
with the Security Rule.”

The Security Rule contains thirteen
mandatory implementation specifica-
tions and numerous “addressable” imple-
mentation specifications.”® A covered
entity must follow the mandatory imple-
mentation specifications. With regard to
the addressable specifications, however,
the entity must first determine whether
each specification is a “reasonable and
appropriate security measure” for the
covered entity’s own “particular security
framework.”?” To make this determina-
tion, the covered entity must consider
its own size, complexity and capabilities,
its technical software capabilities, the
cost of the specified security measures,
the probability of potential security
risks to ePHI, and how critical those
risks are.?8 Based on its conclusion, the
covered entity may implement the
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HIPAA continued from page 7

addressable specification, implement an
alternative measure, or do nothing, pro-
vided that the standard provided in the
Rule can still be met.” Even if the cov-
ered entity determines that addressable
specifications are not appropriate, the
entity must still implement policies and
procedures to ensure that the security
standard is met — the implementation
specifications are optional, but the se-
curity standards are not.

To comply with the Security Rule,
covered entities must act to protect ePHI
through the implementation of ad-
ministrative, technical and physical
safeguards.®® As noted above, each type
of safeguard contains several standards,
and each standard contains several
implementation specifications. The re-
mainder of this article will provide some
details concerning these safeguards, stan-
dards, and specifications. Please remem-
ber that HIPAA security is highly tech-
nical. There is no way for your authors
to transform this material into a best-
selling novel, or even a good read. That
said, the basic outlines of the Security
Rule are understandable even to the
computer inept. We offer the following
not as a detailed explanation of the
Rule, but as a way for municipalities to
become familiar with the basic ideas
and terminology of the Security Rule.

Administrative Safeguards
There are eight administrative standards:

1. Security Management Process. Each
covered entity must implement policies
and procedures designed to “prevent,
detect, contain, and correct security vio-
lations.”! This standard has four re-
quired implementation specifications —
a covered entity must conduct a risk
analysis to assess potential risks and
vulnerabilities of ePHI;** develop and
implement risk management policies
and procedures;* adopt sanctions against
its employees who violate the security
rule and apply those sanctions; and
conduct regular reviews of activity in
its information system.*

2. Assigned Security Responsibility. A
covered entity must name a “Security
Officer,” the individual who will be re-
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sponsible for the development and
implementation of security policies
and procedures.’® The Security Officer
focuses the covered entity on the im-
portance Security Rule compliance.’

3. Workforce Security. All members of
the covered entity’s workforce should
have appropriate access to ePHI, but
employees who are not authorized to
access ePHI should be prevented from
obtaining it.”” This standard contains
three addressable implementation speci-
fications, and in substance, each of
these specifications is a strong sugges-
tion that the covered entity may need
to adopt procedures in specific areas.
A covered entity must assess its need
for procedures covering the authoriza-
tion or supervision of employees work-
ing with ePHI; the method for deter-
mining which employees may access
ePHI; and the termination of an
employee’s access to ePHI.*

4. Information Access Management.
This standard makes access to ePHI sub-
ject to the “minimum necessary” stan-
dards established in the Privacy
Rule.* Under the two applicable speci-
fications, both of which are addressable,
a covered entity must assess whether it
needs policies and procedures to grant
a user access to ePHI, and whether it
needs policies and procedures for re-
viewing and modifying a user’s contin-
ued ePHI access.®

5. Security Awareness and Training.
The Security Officer must “implement
a security awareness and training pro-
gram for all members of its workforce.”!
A covered entity should assess its
need for periodic security updates for
protection from malicious software, for
monitoring log-in attempts, and for
password management procedures.¥

6. Security Incident Procedures. A cov-
ered entity must formulate policies and
procedures that address the occurrence
of security incidents.® A security inci-
dent occurs when the entity suffers
an attempted or successful unauthoriz-
ed utilization of ePHI, or when the
entity’s system operations have been
interfered with.** A covered entity
must identify and respond to all sus-

pected and known security incidents,
must mitigate any harmful effect of
a security incident, and must docu-
ment each security incident and its
outcome.?’

7. Contingency Plan. A covered entity
must establish a contingency plan, made
up of policies and procedures to be fol-
lowed in the event of an emergency or
other occurrence which causes damage
to the entity’s systems containing
ePHI.* There are three required im-
plementation specifications to guide
the entity’s compliance with this stan-
dard — the covered entity must estab-
lish: a data backup plan to “create
and maintain retrievable exact copies”
of ePHI;* a disaster recover plan to
restore any lost ePHI;*and an emer-
gency operation plan, to continue the
processes necessary to protect ePHI
while the system is operating in emer-
gency mode.* A covered entity must
also assess its need to periodically test
and revise its contingency plan, and its
need to determine the applications
and data which are critical to its con-
tingency plan.*

8. Evaluation. A covered entity must
perform a periodic evaluation of any op-
erational changes that may have af-
fected the entity’s security policies
and procedures.’!

Physical Safeguards
There are four physical safeguard stan-
dards:

1. Facility Access. A covered entity
must limit physical access to its elec-
tronic information systems and the
areas in which they are located.’? Cov-
ered entities must also ensure that only
properly authorized individuals can
physically access ePHI.>* A covered
entity should assess its need for gov-
erning facility access while an entity is
operating under its disaster recovery
plan or in emergency operations mode;
making the entity’s facilities and equip-
ment safe from unauthorized access,
tampering, and theft; validating an
individual’s access to facilities; and
documenting the maintenance of the
portions of the facility which relate to
ePHI security.’
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2. Workstation Use. For each worksta-
tion that has access to ePHI, a covered
entity must specify the functions
that can be performed, the manner in
which they can be performed, and
the physical surroundings of the work-
station.’®

3. Workstation Security. A covered en-
tity must create physical safeguards to
restrict workstation access, so that only
authorized users can reach ePHI.*

4, Device and Media Controls. A cov-
ered entity must control the movement
of hardware and electronic media that
contain ePHI as they migrate into,
through, and out of the facility.”” Two
mandatory implementation specifica-
tions apply under this standard: imple-
mentation of procedures governing the
final disposition of ePHI and the
hardware on which it is stored,” and
governing the removal of ePHI from
electronic media before the media are
made available for re-use.” The covered
entity must assess its need to establish
a record of the movements of hard-
ware and electronic media, and its
need to create duplicate ePHI before
moving equipment.®

Technical Safeguards
There are five technical safeguard stan-
dards:®!

1. Access control. ePHI must only be
accessible to those with proper authori-
zation.%? Unique user identifications
and emergency access procedures are
required.®® A covered entity should
assess its need for automatic log-off
procedures and encryption.*

2. Audit controls. A covered entity must
be able to track activity that occurs
in any information system where ePHI
is located.®®

3. Integrity. ePHI must be protect-
ed from improper alteration of
destruction.’® A covered entity must
assess its need to have mechanisms that
can corroborate whether ePHI has
been improperly altered or destroyed.®’

4, Person or Entity Authentication.
When an individual seeks access to

ePHI, there must be some way to
confirm the individual’s identity.%

5. Transmission Security. A covered
entity must have security measures
which protect ePHI while it is being
transmitted over an electronic commu-
nication network.® The covered entity
should consider its needs for a process
to confirm that ePHI was not modi-
fied during transmission, and its need
for encryption.™

Conclusion

The goals of HIPAA are clearly praise-
worthy. It is nearly impossible to argue
against a uniform standard for protect-
ing individual health information, or
against an individual’s right to access.
At the same time, HIPAA imposes sig-
nificant obligations on covered entities,
including municipalities. Those obliga-
tions cannot be wished away — HIPAA
is here to stay. Municipalities must de-
termine the extent to which they are
covered by HIPAA, take steps to limit
their liability exposure and compli-
ance burden, and then work diligently
toward full compliance with HIPAA.
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